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GDPR core principles 

Data subject rights 

 

© All rights reserved 



GDPR core principles – data subject rights 
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• Breach Notification (within 72 hours) 

• Right to Access by the Data Subject 

• Right to be Forgotten / Right to Erasure 

• Right to Object Processing & Right to Restriction of Processing 

• Data Portability 

• Privacy by Design 

 

→ How does it impact sample datasets used for tests? 

→ What can be considered as “Personal data”?  
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GDPR core principles 

Right to be Forgotten 
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GDPR core principles – Right to be Forgotten 
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• How do we know when we should remove data from 

a dataset? 

 

• How long should we keep our datasets? 

 

• Conditions for erasure? 
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GDPR core principles 

Right to Object Processing  

& Right to Restriction of Processing 
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GDPR core principles – Right to be Object 
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• Articles 18 and 21 are related to each other 

 

• Using data for testing purposes can be considered 

processing 

 

• The data subject can oppose the erasure of the 

personal data and request the restriction of their use 

instead 
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GDPR core principles 

Privacy by Design 
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GDPR core principles – Privacy by Design 
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• Data protection through technology design 

 

• Pseudonymisation is not enough 

 

• Basic data obfuscation is certainly not enough 

 

• Why do we use production data, or data derived 

from production data, for testing?  
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GDPR core principles – Privacy by Design 
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• What can we use to identify an individual?  

 

Think about a few examples and write them down.   
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GDPR core principles – Privacy by Design 
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• Think beyond social security numbers, names and 

dates of birth.  

 

• Can you identify an individual with combination of 

« insensitive » data types? 

 

• In this dataset, what can be used to identify an 

individual?  

© All rights reserved 



GDPR core principles – Privacy by Design 
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How to solve the privacy issue 

Put on your white hat 
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How to solve the privacy issue  

when you test with production data 
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• Analyze, clean and organize your data 

 

• Minimize your datasets 

 

• Do not store datasets that are bigger than necessary 

 

• When it is possible, use randomly generated data  

(NOT production data) 

© All rights reserved 



Advocate for Privacy by Design 

Why does it matter?  
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Advocate for privacy by design 
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Questions? 

 

 

© All rights reserved 


